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SURVEY 
SUMMARY

Between June and October 2020, Gatepoint Research invited selected IT 

executives to participate in a survey themed Succeeding in the New Tomorrow: 

Network Resiliency Strategies.

▶ Candidates were invited via email and 146 executives have participated to date.

▶Management levels represented are all executive level decision makers: 20% hold the title CxO, 27% are 

VPs, and 53% are Directors.

▶ Survey participants represent firms from a wide variety of industries including business services, consumer 

services, education, financial services, healthcare, media, manufacturing (general, primary and high tech), 

mining, public administration, retail trade, telecom services, transportation, utilities, and wholesale trade. 

▶ Responders work for firms with a wide range of revenue levels: 

• 46% work in Fortune 1000 companies with revenues over $1.5 billion; 

• 18% work in large firms whose revenues are between $500 million and $1.5 billion; 

• 11% work in mid-market firms with $250 million to $500 million in revenues; 

• 25% work in small companies with less than $250 million in revenues.

▶ 100% of responders participated voluntarily; none were engaged using telemarketing. 
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EXECUTIVE 
OVERVIEW

o What percentage of your employees now work from home? How 

prepared was your organization for this shift?

o What challenges in network management, data visibility and 

security are your IT teams facing in this new work landscape?

o Which types of network tools are you using? Are they overloaded?

o In light of today's business climate, what are your organization's 

priority initiatives in the next 12 to 18 months?

No one saw it coming: a sudden, mass exodus by workers from the office to 

home.  In IT terms, employees went from mostly LAN workers to 

overwhemingly WAN workers, nearly overnight.

What pressures has this shift put on organizational IT, and how are 

companies accommodating the evolving IT workplace landscape?

This survey asks respondents to report:
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The dramatic rise in the WFH population is apparent: 62% of respondents say more than three quarters of their employees work 

from home.

What percentage of your employees are working from home currently?

Less than 

25%

26% to 50% 51% to 75% 76% to 99%
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Less than a quarter of respondents gave their 

organizations' preparedness for working from 

home highest marks. 28% say they were 

partially-to-completely unprepared for it.

How prepared was your organization to handle the increased number of employees 

working from home? 
(Rate 1 to 5: 1 = completely unprepared, 5 = totally prepared)

1
Completely unprepared Totally prepared

2 3 4 5
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Most respondents report seeing significant traffic increases on their WAN and VPN with more than half reporting increases 

of over 50% in traffic.

As you suddenly shift from LAN to WAN, what kind of traffic increase are you 

experiencing or do you expect on your WAN and VPN?

Up to 10% 11% to 50% 51% to 100% More than 100%
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Given the recently changed work landscape, what challenges in network 

management, data visibility and security are your IT teams facing?

Most often cited areas of concern in a changing work environment: continuing to provide support as work practices and business 

initiatives evolve (54%), covering bandwidth and security stresses (49%), and identifying/troubleshooting security threats (45%).

Supporting continued changes in
working practices and business initiatives

VPN bandwidth stress
and security loopholes

Identifying security threats
and troubleshooting quickly

Aligning SecOps & NetOps

Reducing storage costs by filtering out
irrelevant or duplicate traffic

Other
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Which types of network tools do you use? 

A majority of respondents report using all these tools: IDS/IPS solutions (82%), SIEM/SOAR (77%), NPMD (66%), APM (51%).

Intrusion detection system (IDS)/
intrusion prevention system (IPS) (e.g., FireEye, Fortinet, etc.)

Security information and event management (SIEM) / 
security orchestration, automation and response (SOAR) 

(e.g., QRadar, Splunk, etc.)

Network performance monitoring and diagnostics (NPMD) 
(e.g., ExtraHop, Riverbed, etc.)

Application performance monitoring (APM) 
(e.g., AppDynamics, DynaTrace, etc.)

Network packet broker (NPB) 
(e.g., BigSwitch, Gigamon, etc.)

Other
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Are any of your network tools overloaded? 

72% of respondents see no overloaded elements of their network tools; of those that do the most common is routers/switchers (18%).

Routers/switches

IDS/IPS

SIEM/SOAR

NetFlow generator

APM

Other

N/A, none of our tools are overloaded
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In light of today's business climate, what are your organization's priority initiatives in 

the next 12 to 18 months?

Respondents claim an ambitious agenda of initiatives in the coming months, most notably moving more to the cloud, 

reducing costs, improving security, and serving the mobile workforce.

Moving more workloads to the cloud

Reducing costs (e.g., maximizing existing investments, reducing tool sprawl)

Improving security posture (e.g., network security, scalability, and availability)

Serving our mobile/WFH workforce

Business transformation and modernization/digital transformation

Addressing regulatory or compliance changes

Business continuity and risk mitigation management

Upgrading network speeds

Ensure personnel skills are up to date

Zero Trust architecture

Adding new data center(s)
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Which of the following solutions are you currently evaluating or planning to evaluate?

Respondents are most eager to examine solutions for advanced networking monitoring and intelligence (40%) and threat 

detection/compliance (38%).

Advanced network monitoring and intelligence

Threat detection and compliance

Network visibility and analytics tools

Adding IT staff and internal resources

Security orchestration automation and response

Data storage and network management

Network traffic aggregators

Other
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What do you consider important when funding new technology?

Though respondents' criteria for funding new technology reflects an understandably high interest in improving efficiency and 

curtailing costs, there is also demand by most to improve user experience and satisfaction (58%).

Efficiency improvements

Cost savings

User experience/satisfaction

Return on investment

Compliance

Tool consolidation

Revenue generation

Other
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REVENUE 46% of those surveyed work in Fortune 1000 companies with revenues 

over $1.5 billion.
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INDUSTRY
SECTORS

Responders represent a wide variety of industries. 
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JOB
LEVEL

All survey respondents hold director or executive level positions in their 

organization.
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Gigamon provides network visibility and 

analytics on all traffic across physical, virtual 

and cloud infrastructure to solve for critical 

security and network performance needs, while 

reducing cost of your security tools - freeing 

your organization to drive digital innovation and 

thrive despite the current business climate.

Learn more at Gigamon.com
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