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Strategies to Prevent Attacks 

on Commercial Accounts



Program Overview

� In Q4 2013, Gatepoint Research invited selected executives from the 

financial services industry to participate in a survey themed 

Strategies to Prevent Attacks on Commercial Accounts.

� Candidates were invited via email and 100 executives participated, 70 

from North America and 30 globally.

� Survey participants were senior finance, fraud and operations 
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� Survey participants were senior finance, fraud and operations 

decision makers - 76% held titles of Director or above.  Of those, 50% 

were VPs and 3% were CxOs.

� 100% of responders participated voluntarily.



Observations and Conclusions

� More North American responders perceive an increase in online account takeover of 

commercial accounts than their global counterparts (63% vs. 50%).

� Global responders are generally less concerned than their North American colleagues about 

the negative impacts from online account takeovers and ACH fraud. 

� North American responders concentrate most on device protection such as device ID,  secure 

browsing, and malware protection (84%); global responders concentrate most on payment 

specific transaction monitoring (89%) and online session anomaly detection (82%).

� While responders as a whole are confident in their fraud-fighting tools, they also admit they 

are not satisfied with cross-channel fraud monitoring and online session anomaly detection.

� When asked if they’ve experienced commercial account fraud, the global market admitted 
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� When asked if they’ve experienced commercial account fraud, the global market admitted 

higher incidence of attempts – 54% have experienced it in the last 12 months, versus 40% in 

North America.

� Experience of commercial account fraud losses is much higher globally than in North America 

– 43% versus 14% in the last 12 months.

� 18% of responders admit to being only mostly or partly compliant with current security 

regulations.

� When buying a new fraud mitigations solution, North American responders worry most about 

cost, integration, and vendor credibility. Globally, vendor credibility also tops the list.

201

3



What is your perception of the rate of online account takeover 
attacks on commercial accounts over the past 12 months?

Increased 
significantly

11%

Decreased 
somewhat

4%

Global Responders

Increased 
significantly

11%

Decreased 
somewhat

1%

Decreased 
significantly

3%

North American Responders
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More North American perceive an increase in online account takeover of commercial 
accounts (63% vs. 50% for global responders).

Increased 
somewhat

39%

About the 
same
46%

Increase
50%

Increased 
somewhat

39%

About the 
same
33%

Increase
63%



What is your view of the potential negative impacts on your organization from online 
account takeovers and wire transfer/automated clearinghouse (ACH) fraud? 

(Rate 1-5, 1=Little or no impact, 5=Severe impact): 

4.40

4.04

3.91

3.54

3.21

3.15

4.16

3.81

3.69

Reputational damage

Damage to existing business relationships

Financial loss North America
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Global responders are generally less concerned than their North American colleagues 
about the negative impacts from online account takeovers and ACH fraud. 

3.84

3.70

3.64

2.93

2.75

2.93

3.58

3.43

3.44

1.00 1.50 2.00 2.50 3.00 3.50 4.00 4.50 5.00

Damage to new business development

Regulatory/compliance penalties

Litigation

Global

All data



Do you currently utilize any of the following fraud monitoring solutions 
to help protect against online account takeover and/or ACH and wire fraud?

84%

71%

57%

75%

75%

89%

82%

72%

66%

Device protection (e.g., device ID, secure 

browsing, malware protection)

Layered security processes/systems

Payment system-specific 

transaction monitoring  
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North American responders concentrate most on device protection; global responders 
concentrate most on payment specific transaction monitoring and online session anomaly 

detection.

46%

31%

10%

82%

64%

4%

56%

41%

8%

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Online session anomaly detection

Cross-channel fraud monitoring

Other

North America

Global

All data



How would you assess the effectiveness of the following to defend against 
online account takeover and/or ACH and wire fraud? 

(Rate 1=5, 1=Not effective, 5=Very effective)

4.06

3.74

3.74

3.82

4.00

3.91

3.99

3.82

Layered security processes/systems

Payment system-specific transaction monitoring  

Device protection (e.g., device ID, 

secure browsing, malware protection) North America
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Both global and North American responders report confidence in fraud fighting tools: there is 
most room for improvement in cross-channel fraud monitoring and online session anomaly 

detection.

3.72

3.62

3.91

3.64

3.71

3.79

3.70

3.65

1.00 1.50 2.00 2.50 3.00 3.50 4.00 4.50 5.00

secure browsing, malware protection)

Cross-channel fraud monitoring

Online session anomaly detection

North America

Global

All data



Has your organization experienced attempted commercial account fraud 
in wire transfer or automated clearinghouse (ACH) operations? 

40%

41%

21%

16%

39%

43%

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

In the past 12 months

More than 12 months ago

North America

Yes No Uncertain
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Attempted commercial account fraud is higher in the global market – 54% have 
experienced it in the last 12 months, versus 40% in North America.

54%

18%

21%

29%

25%

54%

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

In the past 12 months

More than 12 months ago

Global Responders
Yes No Uncertain



Has your organization experienced actual commercial account fraud losses in 
wire transfer or automated clearinghouse (ACH) operations?

14%

20%

46%

37%

40%

43%

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

In the past 12 months

More than 12 months ago
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Experience of commercial account fraud losses is much higher globally than in North 
America – 43% versus 14% in the last 12 months.

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

43%

25%

32%

36%

25%

39%

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

In the past 12 months

More than 12 months ago

Global Responders
Yes No Uncertain



How compliant are you with regulations (e.g. FFIEC) regarding security of 
commercial accounts from takeover and online fraud?

Mostly compliant
17%

Partially compliant
1%

Summary Results • November 2013

The information contained in this report is the sole property of Gatepoint Research and may not be used, reproduced, redistributed in any form including, but not limited to, print and digital form without the express written consent of Gatepoint Research.

Copyright ©          . Gatepoint Research. All rights reserved.201

3

18% of responders admit to being only mostly or partly 
compliant with current security regulations.

Fully compliant
82%



What factors are important when considering a potential technology solution 
to help mitigate online account takeover and ACH/wire fraud? 

(Rate 1-5, 1=Least important, 5=Most important):

4.47

4.38

4.23

3.94

3.81

4.29

3.93

4.04

4.07

3.71

4.42

4.25

4.18

3.98

3.78

Technology vendor credibility

Senior-level buy-in

Ease of integration

In-house fraud knowledge/skills

Extensibility
North 
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When buying a new fraud mitigations solution, North American responders worry most about 
cost, integration, and vendor credibility. Globally, vendor credibility also tops the list.

3.81

4.03

3.21
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Cost
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Describe your organizational reach and asset size.

24%

24%

75%

21%

40%

24%

Greater than $25B in assets

$10B - $25B in assets
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Survey participants from global organizations command large assets: 75% have more 
than $25b in assets; 90% of North American responders have assets of more than $1b.

41%

10%

4%

31%

7%

0% 10% 20% 30% 40% 50% 60% 70% 80%

$1B - $10B in assets

$100M-$1B in assets

North America

Global

All responders



Profile of Responders:
Job Level

Manager
36%

CxO
3%
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Survey responders are senior financial decision makers.

Director
11%

VP
50%



Australia
14%

Brazil
3%United Kingdom

29%

Profile of Global Responders by Country
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Netherlands
29%

Spain
25%

Global responders come from the UK, Spain, the Netherlands, Australia, and Brazil.



ACI Worldwide powers electronic payments and banking for more than 5,000 financial 

institutions, retailers, billers and processors around the world. ACI software enables $13 trillion in 

payments each day, processing transactions for more than 250 of the leading global retailers, and 21 of 

the world’s 25 largest banks. Through our comprehensive suite of software products and hosted 

services, we deliver a broad range of solutions for payments processing; card and merchant 

management; online banking; mobile, branch and voice banking; fraud detection; trade finance; and 

Summary Results • November 2013

The information contained in this report is the sole property of Gatepoint Research and may not be used, reproduced, redistributed in any form including, but not limited to, print and digital form without the express written consent of Gatepoint Research.

Copyright ©          . Gatepoint Research. All rights reserved.

electronic bill presentment and payment. 

To learn more about ACI, please visit www.aciworldwide.com. 

You can also find us on Twitter @ACI_Worldwide
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