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The Complete Threat: 
Why the Largest Organizations 

May Not Be Keeping Up

A survey of 
U.S. security executives 

reveals high adoption rates 
for threat protection tools, but 

expanding ecosystems may leave 
virtualized and cloud assets 

outside the safety zone.
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Causes and Costs 
of Data Breaches

Large organizations are responding to growing data breach threats within their corporate 
boundaries by expanding authentication and encryption protection. As a result, security 
executives are increasingly confident of their ability to safeguard data and prevent 
unauthorized access. But is this enough given the dematerialization of the corporate 
data perimeter? 

An exclusive survey of security executives and professionals, conducted by Gatepoint 
Research on behalf of SafeNet, finds that organizations have a high awareness of the 
security challenge and that most large organizations are moving to adopt strategies 
aimed at protecting data even after a breach. But despite the billions of dollars invested 
to secure data, large organizations continue to be surprised by the ability of cyber-
criminals to exploit weaknesses within the corporate information ecosystem. Enterprises 
that are defending against known threats may be woefully unprepared to manage The 
Complete Threat as those ecosystems rapidly expand beyond traditional perimeters 
as a result of growing reliance on virtualization, mobile and cloud technologies. 

The number of data breaches and stolen or lost records continues to climb year after 
year. The cost of protecting the enterprise now absorbs almost one out of every five 
dollars from IT budgets. Yet cybercriminals continue to surprise savvy companies that 
spend heavily on security:

• In June 2014, AT&T confirmed that a breach allegedly perpetrated by 
 employees at one of its service providers accessed customer account 
 records in an apparent attempt designed to obtain codes that could be 
 used to unlock AT&T mobile phonesi.

• In September 2014, Home Depot acknowledged that it had been 
 informed by partners and law enforcement of a possible breach, 
 which it subsequently confirmed had begun in Aprilii, potentially 
 compromising tens of millions of consumer credit and debit cards 
 in what could be the largest such breach to this pointiii. 

The average cost of a corporate data breach was $3.5 million in 2013, up 15 percent 
from the previous year, according to the Ponemon Group, which also said the U.S. 
suffered the most costly breaches at $201 per compromised recordiv.

Many breach incidents involve points of entry outside of the traditional enterprise firewall. 
No matter how strong a security strategy an enterprise has established over all the 
potential touch points under its control there is no such assurance over all of the touch 
points that are not under its control, which can span customers, partners and service 
providers, calling into question the ability to manage The Complete Threat. In the retail 
industry, for example, the credit card transactions authorized at the point of sale may 
involve a card issuer, a merchant’s service provider and a payments processor, at 
least. Beyond retail, virtually every industry today is utilizing the cloud in some manner, 
representing other potential layers outside the control of the enterprise data center. 

The recent Gatepoint survey confirms that an overwhelming majority—83 percent—
view customer information as the most likely target of data security breaches. Employee 
information is the second greatest concern for 65 percent of respondents, followed by 
intellectual property (55 percent) and personally identifiable information (53 percent). 
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Credit card information, which seems to generate the most cybercrime publicity, is a 
lesser concern, selected by 44 percent of respondents. Such breaches tend to mostly 
impact retailers, which have to consider the vulnerabilities at the checkout counter 
and how customer data is protected from the moment a card is swiped. The U.S. 
card payments ecosystem encompasses interlinked banks, processors, retailers and 
independent service providers, with potential points of entry spread across millions of 
countertop POS devices, networks and servers and, increasingly, mobile devices. 

Regardless of industry, vulnerabilities are present at every touch point of an organi-
zation. Mobile workforces rely on virtual private network (VPN) access from their
tablets, laptops or smartphones; enterprises establish network or Web connections 
with customers and partners for information exchange and transaction processing. 
Mergers and acquisitions frequently result in integration of systems and processes 
that were not designed to operate that way. 

The Gatepoint Research survey respondents, predominantly security professionals 
at larger enterprises, indicate that remote and mobile access to corporate networks 
is now virtually universal, and that growing numbers of employees are sharing 
information via the cloud. That increases threat exposure even as those executives 
perceive a number of ramifications from potential data breaches, in particular 
diminished business reputation and damaged customer loyalty.

Customer information

Employee information

Intellectual property

Personally identifiable information

Credit card information

Bank account details 

Email addresses
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What type of information are you most concerned about in the event of a data security breach?

Risks and Awareness

Security personnel report that 
customer information is the 
most likely target of a data 

security breach (83%), 
followed by employee 

information (65%).
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No 3% 
           Not Sure 3%

As the world’s largest single economy—and arguably the 
most dependent on computer networks—the U.S. has 
been hit by cybercriminals at astronomical rates. According 
to SafeNet’s Breach Level Index Second Quarter Recap, 
during the second quarter of 2014, U.S. organizations were 
breached in 175 incidents, resulting in a loss of 150 million 
records across a range of industries. That represents 74 
percent of the total number of reported breached records 
worldwide and 85 percent of all records lostv.

Commercial enterprises must worry about how to protect 
their intellectual property while also providing partners and 
customers with limited access to the same information. 
Healthcare providers must think about how and where 
patient data is electronically processed, shared and stored. 
Manufacturers have to ensure their intellectual property is 
secure. Financial institutions must guard against theft of 
customer data and fraudulent transactions. 

No industry is immune to vulnerabilities, and as organiza-
tions continue to invest in technology to optimize operational 
efficiency and agility, they often are fracturing the existing 
security posture.

Despite the risks of data breaches, the security professionals in the Gatepoint survey 
are generally confident their organizations have taken the necessary steps to prevent 
unauthorized access and to safeguard data. That stems, in part, from steps taken to 
encrypt corporate data. Data encryption levels are highest for database servers (76 
percent) and “at rest” storage (72 percent). 

Companies of surveyed executives employ a variety of authentication and encryption 
solutions to help deal with the increasingly complex threat environment. Almost 80 
percent utilize multiple encryption solutions, and more than half use both hardware 
and software for storing encryption keys. More than half utilize hardware token-based 
two-factor authentication processes, while just over one-third employ SMS- or software-
based two-factor authentication. Just 17 percent use any type of biometric authentica-
tion, and only 11 percent utilize any context- or risk-based authentication process.

Do your employees access 
company resources 
(network, emails or 
applications) remotely 
and/or from mobile 
devices?

Remote and 
mobile access to 
company resources 
is virtually universal.

Yes 94% 

Threat Protection
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Overall, U.S. organizations are ahead of the curve in their data protection adoption 
and security mindset compared with other regions, according to a similar global 
surveyvi. However, the U.S. is not immune, and much needs to be done in order to 
keep up with the evolving threat landscape and newly adopted platforms. Just 48 
percent of respondents in the Gatepoint survey say their organizations encrypt 
virtualized server environments, and 45 percent encrypt cloud-based applications. 
While a large majority of respondent organizations (86 percent) utilize single sign on 
for enterprise applications, just 38 percent do so for cloud applications. 

The data may indicate that a good number of organizations may not have a handle 
on The Complete Threat they face as they move sensitive data and workloads into 
the cloud and virtualized environments. Exponential growth of cloud services, big 
data and use of remote data centers are driving unprecedented movement of data 
through networks and often into hosted environments. Organizations today are deal-
ing with the issues of authenticating users across an increasingly fluid environment 
encompassing VPNs, software-as-a-service applications, Web portals, and automatic 
provisioning of servers, users and virtual machines (VMs).

What works well within the traditional data center may not be relevant to the expand-
ing virtual environment. VMs are easy to move and replicate—copy, migrate, clone, 
snapshot and so forth—making it easy to share resources. But they also potentially 
create unforeseen issues as they proliferate, often with poor controls over template 
duplication and imaging. Revoking access to sensitive data in the event of a breach 
is far more challenging with VMs than with physical servers. Administrators may lose 
track of VMs that need to be updated or revoked, but which may provide an un-
anticipated entry point to a hacker who is utilizing increasingly sophisticated tools to 
discover insecure resources on enterprise networks.

Do you utilize any of the following authentication tools or strategies?

User name/password

Single sign-on to enterprise applications

Hardware token 2-factor authentication

Smartcard or USB tokens/certificates

Single sign-on to enterprise applications

SMS/software 2-factor authentication

Biometric authentication

Context/risk-based authentication
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Top authentication tools are 
user name/password (91%) 

and single sign-on to 
enterprise applications (86%). 
Biometric authentication (17%) 

and context/risk-based 
authentication (11%) 

are least used.
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The Gatepoint survey indicates that, at least in large companies, preparedness has 
moved well beyond traditional perimeter security. However, no perimeter strategy is 
impenetrable, and enterprises need to assume that a breach will occur at some point. 
Their challenge is to ensure that sensitive data remains protected should a breach 
occur. 

There are three steps that every organization should take to mitigate the overall cost 
and adverse consequences that result from a security breach. By implementing each 
of these three steps into the IT infrastructure, companies can effectively prepare for a 
breach, and avoid falling victim to one. These steps take into account where the data 
resides, how it is stored and managed, and who has access to it:

Data encryption is familiar territory for most security professionals. However, the tech-
nological capability to encrypt data on an enterprise scale in a rapidly expanding eco-
system in a centralized way that does not disrupt the flow of business is relatively new. 

Starting with the data center, IT security should locate and prioritize sensitive assets 
and repositories and move security controls as close to the data as possible. That 
means searching storage and file servers, applications and databases. Data residing 
in physical virtualized and cloud environments should all be encrypted. Embedding 
protection on the assets themselves ensures information remains secure even after 
the perimeter is breached.

Lost or stolen keys can bring down the entire data and security infrastructure. The 
volume and variety of data that needs to be encrypted in a breach environment may 
potentially involve millions of encryption keys. 

Since keys are being stored in a variety of places, often on the very systems containing 
sensitive data, they are vulnerable to theft and misuse. Furthermore, backed up keys 
are not being secured while in transit, leaving another area of exposure. 

By managing and storing encryption keys centrally, the organization can streamline the 
encryption infrastructure for auditing and control. A crypto management platform enables 
centralized management of the entire key lifecycle across the extended enterprise. 
The ongoing rotation, storage, backup, deletion and creation of keys is essential to 
avoiding security vulnerabilities. Because software key wrappers do not protect the 
encryption keys as well as hardware-based options, vaulting keys in a hardware 
security module (HSM) will provide an added layer of protection.

The proliferation of mobile devices and cloud-based applications creates fast-changing 
points of vulnerability, warranting more stringent internal controls. Organizations need 
to know that their networks are secure and that user identities are not only protected, 
but authorized. Authentication protects user identities and allows companies to adapt 
their business to complex environments securely, meeting the challenges of cloud, 

Secure the Breach

1. 
Encrypt all sensitive data 

at rest and in motion

2. 
Securely manage and 

store all encryption keys

3. 
Control access and 

authentication of users
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mobility and escalating threats. Simple user names and passwords no longer even 
provide a false sense of security as they have been shown time and again to be 
vulnerable to compromise. Strong authentication requires users to login to online 
resources with something they know—a username—combined with something they 
have—such as a onetime passcode that is generated on a separate token. By 
applying different authentication methods to different user groups, organizations can 
leverage role-based access to prevent the misuse of data and systems by insiders.

The Gatepoint Research survey demonstrates that organizations recognize the 
security challenge and the need to protect data even after a breach. However, those 
protections may be lagging in the areas that enterprises are investing in most today
—virtualized environments and cloud. For example, 40 percent of respondents 
acknowledge that employees are accessing or sharing corporate information via 
the cloud, but 30 percent are not sure. 

Even when security professionals believe they have systems and policies in place to 
protect data, business units at many organizations today are bypassing IT to leverage 
cloud services in order to meet pressing needsvii, a phenomenon labeled “Shadow IT.” 
These services are easy to self-provision and may inadvertently result in poor 
management of unencrypted data. 

Making sure the organization understands and can manage The Complete Threat 
is a growing challenge. Even the most robust security systems require constant 
monitoring and review to ensure they stay abreast of increasingly sophisticated 
criminal attempts to exploit the weakest link. By implementing a three-step approach
—encrypting all sensitive data at rest and in motion, securely managing and storing 
all keys, and controlling access and authentication of users—organizations can 
ensure they are secure even in the event of a breach. For more information on how 
to Secure the Breach, please visit: www.securethebreach.com and to calculate 
your own risk index, please visit: www.breachlevelindex.com.

Conclusion 
and Call to Action
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